Research on Key Security of Wireless Sensor Networks and Its Application by 禹谢华
学校编码：10384            分类号    密级      






工 程 硕 士 学 位 论 文 
   
无线传感器网络密钥安全及其应用研究 




专  业 名 称：计算机技术 
论文提交日期：2016年  月 
论文答辩时间：2016年  月 
学位授予日期：    
  
答辩委员会主席：         
评    阅    人：         
 



















另外，该学位论文为（                            ）课题（组）
的研究成果，获得（               ）课题（组）经费或实验室的


































（     ）1.经厦门大学保密委员会审查核定的保密学位论文，
于   年  月  日解密，解密后适用上述授权。 







                             声明人（签名）： 
























摘   要 
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In wireless sensor networks, if the encryption keys of both sides or a key on one 
side of the communication has been lost, stolen or leaked, then it will be a direct 
threat to the entire network, and the security of the wireless sensor network 
communication will not be guaranteed. As we all know, the cipher algorithm of an 
encryption key is variable, and in all the information systems which use password 
protection, a well-protected encryption key will directly determine the level of 
security of the systems. The management research of the encryption key is an 
important basis in the process of controlling the key’s generation, distribution, update 
and revocation. The encryption key plays a fundamental and decisive role in password 
systems, especially in a wireless sensor network(WSN) environment. Thus, the 
research on the security key management scheme becomes increasingly important, 
and has gradually become the foundation and core topic of the research on WSN 
security. 
Based on the full research and the analysis of existing security key management 
schemes, and in view of their various defects and deficiencies, the main purpose of 
this thesis is to put forward a secure key management scheme which is suitable for the 
current network evaluation index and fits the wireless sensor networks. The three 
main contributions of the thesis are as follows: 
1. Based on the latest research progress of security key management schemes in 
wireless sensor networks, this thesis talks about the classification and comparison of 
existing management schemes. It provides an excellent design goal and a security 
evaluation system of the WSN management schemes which serve as the theoretical 
basis for relevant researchers who want to design a WSN security key management 
scheme that conforms to the norm. 
2. Based on clustering scheme, this thesis has put forward a secure key 
management scheme for Heterogeneous Wireless Sensor Network. As a special kind 















networks have the function of real-time monitoring, sensing and collecting various 
information of monitoring objects in complex network areas. This thesis mainly 
proposes an effective design scheme for the security management of keys in 
heterogeneous wireless sensor networks. The experimental data shows that the key 
management scheme based on clustering scheme proposed in this thesis is superior to 
other schemes in the aspect of node anti-capture capability, endurance performance, 
authentication method, and so on. It can effectively make up for the defects and 
deficiencies of the current security key management scheme, so it can realize a secure 
communication of heterogeneous wireless sensor networks to some extent. 
3. Based on the wireless sensor network, this thesis has put forward a safety 
monitoring system for marine environment. Based on the analysis and testing of the 
software architecture and topological structure of American Crossbow wireless sensor 
networks, combining satellite communication technology, computer intelligent 
information processing technology and the monitoring, management and query 
technology of Internet platform, this thesis talks about the establishment of a network 
for marine environmental monitoring which is suitable for the measurement of the 
meteorological and hydrological factors and ecological water quality parameters of 
the territorial sea and the high seas. At the same time, the network can easily realize 
the task of online real-time detection, and provides a new approach and technique in 
the implementation of a marine environmental monitoring in China. Thus, it has good 
referential meaning and has a very broad prospect for application. 
At the end of this thesis, a brief summary about the research work and some 
partial results was made. On this basis, some existing problems and deficiencies in the 
research, particularly with regards to its social applications, were put forward. 
Coupled with the bright prospect of our country’s advancement on the latest cutting 
edge technologies, some possible improvements and an established direction for 
further research work in the future were determined. 
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